ETanoHHa Mmoaenb OSI

dyHKLUIT piBHIB moaeni OSI



LLlo Take npoTokon?

0 noACBKUM MPOTOKON | MPOTOKO/T KOMM'IOTEPHOI Mepexi:

[pusit

\

_ puair —

‘y

=N

A4

:

YacC

||(;;!) TCP connection
=

i

req.

TCP connection n
4~ /
reply.

\

Get http://gaia.cs.umass.edu/index.htm
p://gai umass.e u/index

—<file>

[TbomoKon su3Ha4Yae popmam, NOPAO0K 8i0NpPABKU i OMPUMAHHSA
nogioomsneHs, i 0ii 0718 nepedayi ma ompuMaHHA NO8IOOMAEHb
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OpraHisauiga noBITpSAHOI NOAOPOXI

KBUTOK (Nnpunabatn) KBUTOK (CKapXutuca) 4
baraxk (nepeBipuTtn) 6arax(Bumaratu)
BOpOTa(3aBaHTaXKeHHA) BOpOTa (BUTrpy3Ka)

3T NpU3eMIeHHA
KepyBaHHA NOJbOTOM KepyBaHHA NOJbOTOM

KePyBaHHA NMNO/IbOTOM

24.01.2021



[IpoTOKON

OO0 lpoTokon - ue Habip npaBuAa, yroa, cUrHanis,
NoBiAOMNIEHDb | MpoLeayp, AKUN perlnamMmeHTye
B33aEMOJI0 MK IBOMa NPUCTPOAMU (30KpeMa
dopMaTun i npouenypu obMiHy gaHUMK).

[] PO3pi3HAIOTb MPOTOKO/IN HUXHBLOIO | BEPXHbLOIO
PIBHIB, @ TaKOX CTEKM NPOTOKONIB.

[l [lpoToKkOonM MOXHa NigTpMUMyBaTU | peani3oByBaTu
arnapaTHoO, NporpaMHO Ta anapaTHO-NPOrpaMHO

24.01.2021 4



OpraHizauisa noBITPAHOI NOAOPOXKI:
IHWWWX nornag

KBUTOK (Npnabatn) KBUTOK (CKap*Kntucs)

Garax (nepesipntn) barax(sumaratu)

BOpOTa(3aBaHTaXKeHHs) BOpoTa (BUrpy3Ka)

3T NpU3eMIeHHA

KepyBaHHs NoJIbOTOM KepyBaHHA NOJILOTOM
KepyBaHHA NOJLOTOM




Po3noaineHa peanisauigd @yHKLIOHaNIbHOCTI
PDIBHIB

KBUTOK (NpnabaTu) KBUTOK (CKapXnTuca)

v S

T . =
I |b6arax (nepeBiputn) baraxk(sMmaraTi) =
5 &
% BOpOTa(3aBaHTa*KeHHsA) }SOIOOTa (Burpyska) =
o o
C _ l'| C
= |3niT pu3emneHHs -
O o
. S
O | KepyBaHHA NONbOTOM KepyBaHHA noaboTom| [
@)

C

TPaH3UTHI aeponopTu

KepyBaHHA NMO/AbOTOM KepyBaHHA NMO/IbOTOM

24.01.2021 KepyBaHHA NMO/TbOTOM




Po36U1TTHA Ha piBHI

O

Po36uTTa 3a4a4i Ha YaCTUHK | BUPILLEHHS KOXHOI
He3aNnexXHo Biag iHWKux (abo Mmamxe Tak).

®opMyntoBaHHA A06pe BU3HAYEHOrO iHTEpdENCY MiX
PIBHAMKU pObUTb NepeHeceHHs Ha iHLWi N1aTopMu
NPOCTILLUM.

®OYHKUIT KOXXHOro piBHA He3anexHi Big MYHKLUIN CyCiaHIX
PIBHIB
B KoXXHuM piBEHb MOXHa po3pobiATH He3aneXHo Bif iHWKUX

Ko>XHun piBeHb B3aEMOAIE Yepe3 CepBiCM HUXHBLOIO PiBHS

B PiBHIO He Tpeba 3HaTu AeTani peanisauii HUKHbOrO piBHA -
BiH NMpo3opun [Na LUbOro piBHA




Mopgenb ISO / OSI
IcTopis

00 [o po3pobku ctaHaapTy Benuki komnaHii (IBM,
Honeywell Digital i IH ) Manu 3aKpuTi peanisauii
ANSA 3'€AHAaHHA KOMM'toTepiB, | 4OAATKH, LLO
npautoBanu Ha nnachopMax Big PI3HUX
nocTa4vyanbHUKIB, HE MaZIM MOXUBOCTI
0bMiHIOBATUCSA AaHUMU Yepe3 Mepexy

00 Y 1978 p MixHapoaHa opraHisauisa no
cTaHaapTusauii (International Standards
Organization, ISO) npunHsana Mmogenb MepexeBol
CUCTEMMU, AKa Ha3mBa€eTbCcd Open Systems
Interconnection (OSI) Reference Model -
peKkoMeHAoBaHa MoAenb B3aeEMOAil BiAKPUTUX
CUCTEM

24.01.2021



Mopgenb ISO / OSI
OCHOBHI 0CODTMBOCTI

€ ctaHaapToM nepeaadi AaHuX, WO
[I03BOJISE CUCTEMAM Pi3HUX BMpO6HVIKIB
BCTAHOBJ1IOBATU MepexeBi 3'€AHaHHS

CKNnaga€eTbCcs 3 ceMU PIBHIB 3i
cneundivyHM HabopoM MepexeBUx
(PYHKLIN, BUSHAUYEHUX AN KOXHOIo
PDIBHSA, | BKJIIOYAE OMUCKU MiIXKPIBHEBUX
|HTepc|3eMC|B

BusHa4dae Habip NpoOTOKONIB i
iIHTEpPMDENCIB /19 3aCTOCYBaHHSA Ha
KOXHOMY PiBHi

24.01.2021



Mogenb ISO/0OSI
PIBHI

0 KoxeH piBeHb Moaeni OSI iCHYE AK He3anexXHUun
MOAY/lb, MOXHa 3aMiHUTKM OAMH NPOTOKOJT Ha iHLWNKA Ha
Oyab-aKoMy piBHi 6€3 6yAb-aKoro BnanBy Ha poboTy
CYMiDKHOro 3Bepxy abo 3HU3y piBHS

O MpuHUMKN, SKUMU KepyBanmcs PO3POOHMKM

KoXXeH HOBUiA piBeHb MoAeNi 3'ABNSETbCA Ti/IbKU TOAI, KON
NOTPi6HMM HOBUI piBeHb abcTpakuii

Ko>xeH piBeHb MOBMHEH BUKOHYBATU NEBHY PYHKLLO

OYHKLIA KOXHOro piBHSA NoBUHHa 6yT obpaHa 3 TOUYKM 30py
BM3HAUYEHHS MIDXXHApOAHUX CTaHAapTU30BaHUX NPOTOKONIB

Mexi piBHA NOBUHHI 6yTK 06paHi TaknMm YMHOM, o6
IHpOpMaUiMHMI NOTIK Yepes iHTepdenc 6yB MiHiMarbHUN
KinbKicTb piBHIB NOBMHHa 6yTn AOCTaTHLOO, LWO6 icHyBana

MOXJ/IMBICTb PO3MOAiINYy (YHKLIN, ane i He AyXe BEIMKOLo,
06 36epertu CTpYHKY i Nerky aas CnpunHATTS apxiTekTypy

24.01.2021
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Moaenb B3aeEMoAll BIAKPpUTUX
cuctem (crtaHgapt 7498 ISO)

7 MpuknagHnn

6 Binobpa)xeHHs

5 CeaHcoBuin
4 TpaHCNOPTHUI
3 MepexeBum

2 KaHanbHUN

1 Di3NUYHUNM

A - Application

P - Presentation

S - Session
T - Transport
N - Network

DL - Data Link

PL - Physical Link

®opMU B3aeMogii
NpUKNAaAHUX
rnpouecis

MepeTBOpeHHS
AAaHUX

OpraHizauia ta
npoBeAeHHs
aianory

Hanaroa)xeHHs
HACKpPIi3HNX
CrMoJly4YeHb

MpoknagaHHsA
CMoJIy4YeHb MiX
cucrtemamu

MepenaBaHHA MiX
CYMiDKHUMU
cucremamu

Cnpsi>xeHHSA 3
diznuHNUMHK
cepenosuLaMum
nepenaBaHHA

HTTP, FTP, SSH,
RDP, POP3, FTP,
SIP, TELNET

SSL

PPTP, RPC,
NetBIOS

TCP, SPX, UDP

IP, IPX, RIP, OSPF,
IPsec

IEEE 802.3
Ethernet, PPP,
PPPoE

RS-232, RJ-11, RJ-
45, IEEE
802.15(Bluetooth)
,802.11 Wi-Fi



CTtek npoTtokonie: Mmogenb ISO OSI

Data

Application

Data

Presentation

AH

Data

Session

PH[AH

Transport

SH|PH

Network

TH|SH

Data link

IHKancynsauis
3arosioBka i
poO36UTTS

NH|TH

DT

Physical

DH|NH

DT

ISO: the International Standards Organization
OSI: Open Systems Interconnection Reference Model (1984)

24.01.2021

12



[lepepadva gaHuUx MiXK KiHUEBUMU

XOCTaM¥
Host Host
App|ication .............. Application Protocol App|icati0n
Presentatlon { ............. Presentation PrOtOCOI .............. T Presentatlon
Se55|on i( ............. session Protocol T SESSIOI’]
Tra nsport t ............. Transport PI’OtOCQ! ....................... 1 Tra nsport
Network | < Network |<- Network
Data link £ ----------- f Data link 1 -------- f Data link
, £ f : 1 f , interface
Physical £ ----------- f Physical 1 -------- f Physical
Router
24.01.2021 13



PiBHIi: NOriyHUm 3B'930K

KO>XXHUI piBeHb:

L
=

po3noAifieHnN

«CYTHOCTI»
peani3yoTb QyHKUIl
PIBHA Ha KOXHOMY
BY3ni

CYTHOCTI BUKOHYIOTL
Aii, 0bMiHIIOTbCSH
NOBIAOMJIEHHAMMU 3
«KoJsieramu»

transport

link

__physical _
[ ]

application
transport
network
link
physical

application
transport

|_network |
link

physical

transport

hysical

14



PiBHI: NOrivyHuny

NpUKNaa:TPaHCMOPTHUIA

O

Ll

OTPUMYE OaHI 3
nporpaMu

AOoOa€E aapecauito,
nepeBipoOYvYHY
iHpopMaLito Ans
dopMyBaHHS
Aatarpamu
BiAMpaB/iIg€ AaTarpamy
«KoJiesi»

OYiKY€ NiATBEPOXKEHHS
NpUnomy

'A30K
data
application
(] oo
netiQr
link
physical
") ack hetwork
application ® link I
Transport ®| data physical
hetwork |,
hlmk j | data |
prysica application application
transport ® 0 o
network networ
link link
physical physical

15



PiBHI: ®i3N4YHNN 3B'A30K

data |5
APPITCOITOT! | p——
transport
netwdrk
link
4 phxsicﬁl_
application
transport l
network
link data
physical application application
transport ‘rmnﬂaor‘r
network |® network
link link
physical —phy<ical

16



[lepepayvya AaHUX

[lpaBuna nepepadi gaHUX Mix

OAHOUMEHHNUMUN PIBHSAMM BU3HAYAOTbLCH

BiANOBIAHM MPOTOKOJIOM

B /lna opraHisauii B3aemMoail CUCTEM 3
N-piBHEBOIO apXiTeKTypor HeobXiaHO Nno He
MeHwe N NpoToKOoNiB

CYKYMHICTb MPOTOKOIB YCiX PIBHIB, WO

3abe3neyye B3aEMOAit0 MepexXeBux

NPUCTPOIB, HAa3MBAETCA CTEKOM

NPOTOKOJIB

24.01.2021 17



Di3n4YHUN piBEHb

3abe3neyye:

B nepenayvyy HeobpobneHoro noToky 6iTiB
No KaHany

B popMyBaHHA PI3NYHOr0 iIHTEPDENCY MIXK
NPUCTPOSMU
Bupilwy€E NUTaHHA:

B MeXaHIYHOro Ta eneKTpu4yHoro
IHTepdeuncy

B iHTepBan 4vacy ansg nepenadvi bita

B BiACTaHI

24.01.2021 18



XapaKTepUCTUKnM cepenoBulLlla
nepegauvi

TN cepegosulla (CTpyMonpoBiaHUN
Kabenb, oNTUYHUN Kabernb,

pajioedip, ...)
CMyra NponycKaHH4
3aBag03axXMLWEHICTb

XBU1bOBUWM OMip

24.01.2021

19



KaHanbHUN piBEHb

3abe3neyye :

B HajaivHy nepepadvy iH@opMauil MiXK ABOMa
CYMIDKHUMU BYy31aMu

B KOHTpPO/Jb MOMUJZIOK Ha PIBHI Kaapy

B KepyBaHHSA MOTOKOM

Bupilly€e NUTaHHA

B po3KaapyBaHHS (pPo36UTTS AaHUX Ha KYCKU)
B 3aros1oBOK i Tpeunep
B aapecauis

24.01.2021 20



XapaKTepUCTUKnN PIisanYHUX
CUrHanis

PIBHI HANpyru

KPpYTU3Ha M@POHTIB (419 AUCKPETHOI
nepenadvi)
4acToTa Hecyu4ol | YacToTa CurHany

24.01.2021 21



MeToa KoAyBaHHA

MeToa KoayBaHHSA BU3HAYaE

B aK o4epXyBay PO3Mi3HAE MOMEHT
npuxoay no4aTky i KiHUAa kaapy (kaap -
NakKeT KaHaJ/IbHOro piBHA)

B dK ogep)XyBa4d po3ni3HAa€E Nno4yaTok
3aBeplieHHda HaaxoaXXeHHsa 6iTiB AaHUX
Kaapy

B dKi CUFHaAM KoaylTb ABINKOBY
IHpOopMaLito

24.01.2021 22



ul biTn naHux kagpa

UL
VVVVV “vwdv

=
/ Kap.p
= [NpnaHak
no4yartky KiHLIS

Kazpa s




Cnocib niakn4yeHHs

KoH@irypauia po3'eMiB NigKNOYEHHS |

NPU3HAYEHHSA KOXHOIMO IX KOHTAKTY

Tun TpaHcmMBepa - 30BHILWLHIN/BHYTPILWHIN

B TpaHcuBep (NpunMad) - NpUCTpin, Lo
NEPETBOPIOE NapanenbHUn NOTiK 6|T|B Yy
6anTtax Ha axepeni B NOCNIAOBHUN i NOTIK
6iTiB Kaapy B 6anTn Ha Npmmmadi, BUKOHYE
dDYHKLIT
[0 npunoM i nepenavy naHmx 3 kabenw i Ha Kabenb
[0 BM3HA4YeHHS KONi3in Ha Kabeni

[0 3axucT Kabento Big HEKOPEKTHOI poboTH
afanTtepa

24.01.2021 24



OyHKUII

[locnigoBHa nepenaya i NpMnom Kagpis

YnpaB/liHHA AOCTYMNMOM A0 CEPEAOBULLA
nepeaauyl

be3noMnnKoBa nepenadva Kaapis

MiaTBEpPAXEHHS | OYiIKYBaHHS
NiATBEPAXEHHS NMPUAOMY Ka,u,pls

BcTaHOBNEHHSA Ta po3puB 3'€A4HAHHSA 3
MEpEeXEeto

KOoHTpoO/ib Tpadiky

AHani3 agpecu oaepxyBa4va BULLOIO PIBHSA |
AOCTaBKa AaHUX NMPOTOKOJT BULLOIO piBHA

24.01.2021 25



KaHanbHUW piBEeHb
[lepepaya i Nnpnnom Kaapis...

Cepeposue
nepenaui

B KaHanbHWUW piBeHb NpeacTaBAg€ NPUCTPIN, LLO BUKOHYE
nepenavy i NpmnoM QisanyYHOro CUrHany, Hanpuknaa,
MepeXeBumn aganTtep

B [IpuUCTpin KaHanbHOro piBHA MAa€ MaTu YHiKalbHUN B MepexXi
aapeca KaHanbHoro piBHs - MAC-aapecy (MAC - Media
Access Control)




KaHanbHUWM piBEeHb
[lepenava i NnpMnoM KaapiB

A B
MAC,|MAC;| [Oawi
= L CepeposuiLLe
MAC,

nepenaui

B Kagp 3a3suyan Mmictute MAC-aapecy BianpaBHUKA
| MAC-agpecy ogepxxyBsada




KepyBaHHA AOCTYNOM A0
cepenoBulla nepeaaul

=5 <<
CepepnoBuLle
nepepadvi

B AKLWO KiZIbKa NpUCTpOIB BUKOPUCTOBYOUYN OOHY
cepeny nepepadi, HeobxiagHO nNoroaXkyBaTu AOCTYM
0O cepenoBulla ANg BUKAKOYEHHS HaknageHH4d
CUrHany, Wwo nepenacetbcs




be3anoMnnKoBa nepegada Kaapis

nqa 3abe3neyeHHs 6e3nMoOMUNKOBOI
nepenadi Ha axepeni obumcntoetbca CRC
(UMKNIYHMW HAASIULLIKOBUA KOA) Kaapy |
3afMnCY€ETbCA B MOr0 Tpeunnep

Ha npunmadi CRC nepepaxoBy€eTbcH, i B
pa3i po36iXXHOCTI 3i 3HAYEHHAM B
Tpennepi Kaapy Kaap BBaXA€ETbCH
NOLKOAXXEHUM | 3HULLLYETbCH

IMOBIpHiCTb cniBnaaiHHA 3HayeHHsa CRC
B NOWKOAXEHOMY Kaapi, 9K npanmo
HeBenuka (Hanpuknag, B Ethernet - 2-32)




[ligTBEepa>keHHa NpUnomMy Kaapis

A

Kagp

T

E niaoTBepoXeHHsA NpUnomy Kagpa
y =

MAC,,

Ha KaHanbHOMY piBHI MOXe 6yTu

B

MAC,

peanizoBaHo, Y NOTPIOHO MPUNHATH
KagpiB | MOBTOPHA nepefavda Kaapy
A)XXepenoM B pa3si BiACYTHOCTI TakKoro

nigTBepAXeHH4




[liaTpMMKa NOoriyHnx 3'€aHaHb

Ha KaHanbHOMY piBHI MOXe 6yTu

peani3oBaHa MOXUBICTb CTBOPEHHS
NOTiYHUX 3'€AHaHb MiX BY3/1aMU Mepexi

[licnss BCTAHOBNEHHS 3'€AHAHHSA Kaapw

nepenarTbCd B MOro paMKax, Lo Moxe
3HU3UTU KINbKICTb CNy>X60BOI
IH(pOpMaLil B Kagpax




KoHTpoO/b Tpadiky

00 lNpunMay mMae BXiaHUM Bydep AesKoro posMipy,
B AKMW MOMILLLAIOTbCA NPUNHATI Kaapu (abo aAaHi
3 HUX) A0 MOMEHTY iX AOCTaBKWN NPOTOKOJY
BMLLIOrO piBHA. AKLWO Micusa B bydepi He
BUCTAYaE - Kagp BTPaAvYa€ETbCA.

[0 KoHTposb Tpagiky - cxeMa nepepadi, npu aKiu
AXXEPENO HIKOMIN He nepena€e AaHux 6IJ‘IbLLIe
Hi)K MOXe MPUUHATU NpumnMad. 3a3Buyan
peani3y€eTbCsa 3a A0NOMOroto nepeaadi
npumMavem A)xepena po3Mipy BifIbHOro
NpocTopy B bydepax Nnpunomy.

[0 KoHTposib Tpaiky peanisyeTbCca Ha AEKIbKOX
pIBHAX Moaeni




[loganblla A0OCTaBKa

Ko>keH Kagp MiCTUTb Ciy>X6oBy
IHPOpPMaALito, siIka BKaA3ye, AKOMY
NPOTOKONY BULLOIro piBHA HeobXxiaHO
nepenatu AaHi Kaapy

[NaHi cnyx60BUX KaapiB KaHasbHOIo
PDiBHS 06pobnda0TbCA Ha KaHa/IbHOMY
DIBHI




3ayBa)XeHHs Npo HaAINHICTb

Ha KaHa/IbHOMY piBHI MOXe byTu
DeanizoBaHa HadiMHa AocTaBka (AKLWO
DeaslizoBaHo NiaTBepAXXeHHA Npumnomy
KaapiB), ane NnpoToKO/N BULLOIO
PIBHA, 94K MpaBuio, He NoKJiagaloThbCH
Ha AaHY MOX/UBICTb | BBaXakoThb
cepBiC KaHa/lbHOro piBHA HEHAaAINHUM




MepeXHUn piBeHb

MepexxeBuin piBeHb BU3HAYaAE, AKUN
Di3NYHUN WNSX NOBUHHI NPOUTU AaHi,
TPYHTYHOUYNCH Ha CTaHI Mepexi,
NPIOPUTETI CepBiCy Ta IHWUX
daKTopax

MepexeBun piBHi 3abe3nevye
nepenayvyy AaHUX MK MepeXXeB1MU
NPUCTPOAMU




MepeXHUn piBeHb

Cepeposue
nepenadi

Cepeposule
nepenadi

AK gonpaBuUTH B
NakeT Big By3na A
BYy351y B?

Cepeposue
nepegaui




MepeXHUn piBeHb

/\

Cepeposue
nepenadi

Cepeposule
nepenadi

0 CiD-By3nns
AeKinbKoMa B
MiAKNOYEHHAMY

[1 HadaBHICTb Takmnx By3niB
oboB’'a3ko0Ba, ane
HEe4OCTaTHS

Cepeposue
nepegaui




MepeXHUn piBeHb
MapLipyTmnsaTop

MapuwpyTmsaTtop - ue NpuUcTpin, aKkum
36mnpae |Hc|30pMaLu+o Npo TOMOJIOrito
Mi>)KMepeXeBUX 3'€gHaHb i Ha 1l niacTaBi
BUKOHYE NMPOCYBaHH4A MNaKeTIB
MEepeXXeBOro piBHA B HAMNpAMKY Mepexi
NPpU3HAYEHHS

MapLlpyT nakeTa € MoCNiA0BHICTb
MapLllpyTusaTtopiB, yepe3 aKi BiH
NpoxXoaAnTb

[lepexin nakeTa yepes cepenoBule
nepenadvi Ha3nMBa€eTbCcd xonom (hop)




MepeXHUn piBeHb
Afpecauiq...

Ha MepexXeBoMy piBHI BU3HAUYAKOTbhCH
NOorivyHi agpecu, Wo CK/1aaarTbCH 3
ABOX KOMMOHEHT

B AZpeca Mepexi - NoOBUHHa 6yTu
YHIKanbHa

B Aapeca By3/s1a B MepeXi - NOBUHHa byTu
YHIKa/ibHa B MeXaX Mepexi




MepeXHUn piBeHb
Appecauiq...

[0 AAapeca MepexeBoro piBHS
NPpU3HA4YaETbCA
NIAKAOYEHHIO, NMPUCTPIN
MOX€e MaTu KinbKa
niakn4YeHb | agpec

[0 YHiKanbHICTb aapec
3ab€e3Mne4vy€eTbCsa MeEPEXEBUM
aAMiHicTpaTopoM

M1

M2

M2




MepeXHUn piBeHb

Appecauis

1
2 n M2.T1
2 n M3.T11
2

M1

M2

N2




MepeXHUn piBeHb
MapLwpyTumnsauiq...

Tabnnua MmapwpyrTtmsanili MiCTUTb
IHpOpPMaALLitO NPO MapLIPyTU B Pi3HI
MepeXi, A03BOJISE AOCTAaBAATU NaKeTun
MepeXXeBoro piBHS

[abnuuga MmapuwpyTmu3adii € Ha

KOXHOMY BY3/1i, | HA PI3BHUX BYy3/1aX
BOHW PI3HI




MepeXHUn piBeHb
MapLwpyTumnsauiq...

[@abimus MapuipyTm3aLii onucye
MHOXWHY MapLUpyTiB, A9 KOXHOro 3
AKX BKA3YHOTbCH

B Mepexa NpuU3HavYeHH4

B KoMy BYy3/y NOTpi6HO nepenaTtu NakerT,
1106 BiH AiNLWIOB A0 Mepexi Npu3HadyeHH4
("HacTynHUM Kpok")

B BapTicTb (MeTpuka) MapuwpyTy




MepeXHUn piBeHb
MapLwpyTumnsauiq...

Mepexa npusHa4vyeHH4

B B gaHoMy nosi BKa3yeTbCcd agpeca
MepexXi Npu3HavyeHH4d

B YacTo iCHY€E crneuiaibHUX MapLlipyT "3a
3aMOBYYBaHHAM", KN
BMKOPUCTOBYETbLCS, SAKLLO XOAEeH iHLWNN
MapLIpYyT He NiaxoanTb




MepeXHUn piBeHb
MapLwpyTumnsauiq...

HacTynHuUM Kpok

B Akuwo By30n 6e3nocepeaHbo NigKAKOYEHUN A0
LLIIbOBOI MepeXi, MapLpyT Ha3UBAETbLCA NPAMUM,
| B AAHOMY NOJ1I BKAa3yETbCA agpeca MepexeBoro
NigKAl04YeHHd, sske NoTPibHO BUKOPUCTOBYBATH
ANa nepefadi B JaHY Mepexy

B SKUWo BY30/1 He NiAKII0YEeHUN A0 UiNbOoBOI
Mepexi, MapLlWpyT HAa3UBAETbLCA HEMPAMUM, | B
AAHOMY MOJ1i BKA3YETLCA aapeca
MapLlipyTusaTtopa, SsKoMy noTpibHO nepenaTu
nakeT, wob BiH AiNWOB A0 MepeXi NpU3HaYeHHS

[0 lNoTpibHO BUKOPUCTOBYBATU aApecy Maplipytu3aTopa
i3 CNiNbHOI 3 JaHUM MapLpyTU3aTOPOM Mepexi




MepeXHUn piBeHb
MapLwpyTumnsauiq...

BapTicTb (MeTpuka) - XxapakTepusye
BAPTICTb MapLpyTy; 3a IHWUNX
OlHAaKOBMX YMOB BUOUPAETbCA MapLUpyT
3 HAUMMEHLUOO MEeTPUKOLO

HacTo BUKOPUCTOBYIOTLCA TaKi METPUKMU

B Yuycno xoniB (nepexoaiB yepes cepenosulle
nepegadi) o Mepexi NpM3HavYeHHs

B BenunymHa, 3BOpOTHA NPONYCKHiN 34aTHOCTI
nepegaydi No AaHOMYy MapulpyTy 00 Mepexi
NpU3Ha4YeHHS




MepeXHUn piBeHb
MapLwpyTumnsauiq...

/\

C

OO0 Tabnuusa mapwpyTmnsadii sysna A

M1

M.T1pn3H. HacTtynKpok MeTpuka
M1 M1.MM1 1
M2 M1.M2 2
M2 M1.M12 3

M2

M2




MepeXHUn piBeHb
MapLwpyTumnsauiq...

[@abimusa MmapupyTm3adlil Moxe
3anoBHIOBATUCS

B AAMIHICTpaTOpOM BpYYHY (CTaTU4YHA
MapLupyTm3auis)

B ABTOMATUYHO NPOrpaMHuUM
3abe3neyeHHAM MapLlpyTu3aLii Ha
niagcrtasi iHpopMauii, oTpuMaHol Big
IHWWMX MapuwpyTmsaTopiB (AMHaMIYHa
MapLupyTm3auis)




MepeXHUn piBeHb
OyHKUIT

Bunbip maplwpyTty i nepeagadya nakerta
oAep>kyBady abo HaCTyrnHoMmy
MapLUpPyTU3aTOPOBI

Br3HauyeHHa aapec MepexXeBoro piBH4
B apeCcu KaHa/ibHOro piBHA

OparMeHTauiga nakeTiB
KOHTpPOJIb TpaiKy
36ip cTaTUCTUKKU




MepeXHUn piBeHb
BusHa4yeHHA aapecu

C
= |
MAC, =
MAC,

0 Axwo sy3on A (M1.T11) xo4ye nepenatn naker 3
MepexeBol aapecn M1.112 3i cBO€l Mepexi, Ans
BUKOHAHHSA nepeaadi Ha KaHanbHOMY pPiBHI
HeobXxiaHO Ai3HaTuca MAC-aapecy By3na 3
MepexeBoto aapecoto M1.[12

O NS BMpillEeHHA AaHOro 3aBAAHHS iCHYOTh
cneuianbHi NPOTOKONN BU3HAYEHHSA apecu




MepeXHUn piBeHb
OparMeHTauid NakeTiB

Ethernet
MTU =
1500 0

[TpOTOKO/1 KaHa/IbHOro pPiBHA, AK NPaBU/10, OBMEXYETbCA MaKCUMaNbHUI
po3Mip kKaapy (MTU - Maximum Transmission Unit)

[IpOTOKON MepexeBoro piBHA Hak/IaAa€ iHWi 06MexXeHHSA Ha po3Mip CBOIX
MnakeTiB

SKLO NMakeT MepexXeBoro piBHA He Moxe 6yTn nepefaHnin B 04HOMY
Kagpi, BiH po3bMBa€ETbCA Ha KiNlbKa (PparMeHTiB, KOXEH 3 AKUX
NOMILWAETLCA B Kagpi, dparMeHTN nepeaarnTbCsa He3anexHo i 3bupatoTbcs
B BUXIAHWUW Kaap Ha oAepXXyBaui

00 KoxeH pparMeHT € NaKTOM MEpEexXeBOoro piBHA i Npu HEOBOXIAHOCTI MOXe
byTn Tex po3buntnini Ha pparMeHTH




MepeXHUn piBeHb
36ip CTaTUCTUKMU

BeaeHH4 3anuncy KiIbKOCTI | po3Mipy
NakeTiB, nepeHanpaBaeHnXx
MapLWpyTM3aTOpoOM, BUKOHYETbLCA ONS
B 06MeXeHHS MepeXXeBoro Tpadiky

B HajgaHHS iHOopMalil Ha onJiaTy cepBicy




TpaHCNOPTHUWN piBEHb
moaeni ISO/0OSI




TpaHCNOPTHUWN piBEHb

[paHCNOPTHUN piBeHb 3abe3neyye
BEPXHIM piBHAM cTeka (abo goaaTkiB)
nepenavy AaHuUx 3 TUM CTYMNeHeM
HaAiIMHOCTI, gKa IM NoTpibHa




TpaHCNOPTHUN PiBEHDb

MynbTUNNEKCYBAHHA...
*

[lopatok Al [lopaTtok B1
[lonaTtok A2 [lonatok B2
[lopaTok A3 [lonatok B3

O [ocTaBKy NakeTiB MiX MPUCTPOSMU Yepes
IHTepMepexy 3abe3nedye MepexeBuin piBeHb

O TpaHcnopTHU piBeHb 3abe3neyye 4OCTaBKy
NOBiIAOM/IEHb MK MPOrpaMHMMM KOMMOHEHTaM¥

(Hanpuknag, AogaTkamu, cepsicamm abo
NPOTOKO/1aMWU CEeaHCOBOro piBHA)




TpaHCNOPTHUN PiBEHDb

MynbTUNNEKCYBAHHA
*

[lopatok Al [lopaTtok B1
[lonaTtok A2 [lonatok B2
[lopaTok A3 [lonatok B3

MynbTUNNIEKCYBAHHA - Lie CTBOPEHHSA AEKi/IbKOX NOriYHMUX
KaHaniB 3B'A3KYy Ha OCHOBI O4HOIro i3n4yHoOro

Ans opraHizauii MyabTUNJieKCyBaHHS HeobxiagHO 3a4aBaTu
aapecu nNporpaMHmMX KOMMOHEHT BULLOIo pPiBHS, ToAi aapecoto
mMoaynga éyne napa "MepexxeBa aapecy npuctpot + Aapeca
nporpamMHoro moaynsa"

B Hanpwuknag, B TCP/IP ong uboro BUKOPMUCTOBYETbCA MeXaHi3M MopTiB i
agpecu supy IP-agpeca: NnopTta




TpaHCNOPTHUN PiBEHDb
Tunun cepsicy

IcHye 2 TMny cepsicy
] ,El,aTarpaMval cepB|c HaAA€ MOXNUBICTb
HEHAAINHOI IEI,OCTaBKl/I

B Cepsic, OpiEHTOBAHUN Ha 3'€AHAHHY,
BUKOPUCTOBYETLCS A0S HAAIMHOI AOCTaBKM
AAHUNX

HaninHa AOCTaBKa rapaHTyeE nepenavy

AAdHUX

6e3 BTpaT

6e3 noBTOpPEHb

3i 3bepeXxeHHaM NopaaKy NpoxXoaAXXeHHS

abo iIHPOpMYBaAHHS MPO HEMOX/IMUBICTb TAKOI
DOCTaBKWU




TpaHCNOPTHUN PiBEHDb
[laTarpaMHun cepsic

[xepeno [Mpunmay
[aHi 1 : ——
[laHi 2 : —

O AatarpamHui cepsic cnpobye AOCTaBUTK AaHi, He
LiKaBNS4YMUCb pe3yibTaToM i He AonoBiaatyum nNpo
pe3ynbTaT AOCTaBKM




TpaHCNOPTHUWN piBeHb
CepsBic, OpieEHTOBaHUWN Ha 3'€AHAHHA

[>xepeno

3anuT 3’edHaHHA

[Mpunmay

[laHi 1

[ligTBEpOKEHHSA 3'€QHAHHS

[aHi 2

[ligTBEpPOKEHHA OTPUMAHHA

Po3puB 3’€QHaHHS

——

[0 Cepsic, OpiEHTOBaAHUW Ha 3'€AHAHHS NMpauUlOE B TPpU eTanwu

B BcTaHoB/MeHHS 3'€qHAHHS

B HagiHa nepenada gaHux, Wo 6a3yeTbCcs Ha MiATBEPAXEHHAX
B Po3pwuB 3'€aHaHHA (3 iHiLiaTMBK Byab-s1KOT CTOPOHN)




TpaHCNOPTHUN PiBEHDb

MynbTUNNEKCYBAHHA
*

[lopatok Al [lopaTtok B1
[lonaTtok A2 [lonatok B2
[lopaTok A3 [lonatok B3

0 Tpn BUKOPUCTAHHI cepB|cy TPaAHCNOPTHOroO piBHA,
OpIEHTOBaHOFO Ha 3' €AHAHHSA, MI)K NPporpaMHNUMM MOAYNSMMU
CTBOPIOETbCA "/IOTYHE 3'€AHAHHA", | TPAHCNOPTHMN NMPOTOKO
3a6e3r|eqy€ L-IITKe B/3HAYEHHS I‘IpVIHaJ'Ie)KHOCTI KO>XHOTO
nakeTy "CBOEMY" JIOFIYHOMY 3'€AHAHHIO.

L [Ba nporpaMHux moayns MOXYTb BCTAHOBUTY Mi>K co6010
KifibKa He3aneXHux NIoriyHux 3'€qHaHb




TpaHCNOPTHUN PiBEHDb
OyHKUIT

[IpnnomM noBigoMMAEHb 3 BULLOIO pPiBHS
| po36buBKa IX Ha NakeTu

HapgivHa ooCTaBKa

BunpassieHHa noMunnokK (aHanorivyHo
KaHa/ibHOMY PiBHIO)

MynbTUNNEeKCyBaHHA NMNOTOKIB
NOBIAOM/TIEHb

KOHTpPOJIb TpaiKy




CeaHCOBUWU piBEHb

CeaHcoBUU piBeHb BCTAHOBJIHOE CECIlO
abo ceaHc MiX npouecamu, Lo
NpauolTb Ha PIBHUX NPUCTPOAX, |
MOXe NiATpUMYyBaTU nepeaavy AaHux
B peXMMi NOBIAOM/IEHb




CeaHCOBUU piBeHb
IMeHa npoueciB

CepBep

AL - ]0] 5

CepBep

Pobo4a cTaHuis

B[] [_[_l0]

I[HTepmepexa

Poboya cTaHuis

[0 CeaHcoBui piBEHb A03BOJISE NPUKNAAHUM MNpoLIEeCaM
PEECTPYBATU YHiKanbHi agpecu

B Hanpuknag, NetBIOS-imeHa cepsiciB € 16-6aUTHI MacuBu, B SKUX
no4yaTkosi 6anTn Mictatb NetBIOS-iM'a By3na, abo gomeHy, abo
iHLLMIA paaoK, AONOBHeHI npobinamMm Ao 15 cMMBOiB, @ OCTaHHIn 6aunT
BU3HA4a€ cepsic




CeaHCOBUU piBeHb
BusHauyeHHS IMeH

CepBep

CepBep

AL T---[]_10] Y=

B[] [_[_l0]

I[HTepmepexa

Poboya cTaHuis

Pobouya cTtaHuis M.,

ALL]---[LI_LI[L] MAC,

MBlnB
MAC,

0 [na BUKOHAHHSA nepepadi 3acobamMmmy HMX4YmX
PiBHIB ceaHCOBUW piBeHb 3abe3nevye
BW3HaAYE€HHS IMEeH MnMpoLeciB CeaHCOBOro piBHA B

aapecu TPpaHCMopTHOro, Mepexesoro abo
KaHa/1bHOro piBHIB




CeaHCOBUU piBeHb
[TiaTpUMKa CeaHcCIB

*

Cepsep = B Cepsep
Al_L_|---[_[_[0] = Bl_[_]--[__lOl
Pobouya cTtaHuis Pobouya cTtaHuis
AL L] HTePMEpeXa ~E

[0 CeaHcoBuM piBeHb 3abe3neyye BCTAaHOB/IEHHS,
MOHITOPUHTI | 3aKiHYEHHS CeaHCy Mo BipTya/bHin
Mepexi MK ABOMa npouecamu, 4Kl
BM3HA4YalOTbCA CBOIMU YHIKaNbHUMU agpecaMu




CeaHCOBUU piBeHb

[lepenadva noBiAOM/IEHDb
*

CepBep

Al |---[_]_[0]

Pobo4a cTaHuis

I[HTepmepexa

CepBep

B[] [_[_l0]

Poboya cTaHuis

OO0 [Micna BcTaHOBNEHHA 3'€AHAHHA 3abe3nevyeTbCca nepenayda
MnoBiAOMJIEHb, B TOMY UKChI
| BuaHaueHHs MeX NoBiAOM/IEHb

L O‘-IiKYBaHHﬂ HaAXOAXXEeHHS BCbOro NoBiAOMJIEHHSA

O Lle BaxnnBO, OCKiSIbKN CepBiC TPAHCNOPTHOrO PiBHSA, WO
3abe3neyye HaAiHY AOCTaBKy AaHMX, YacTO HaJa€E MOX/IUBICTb
NOTOKOBOI nepeaauyl i He NiATPUMYE BUAINEHHS KOPAOHIB
NOBiAOM/IEHb




CeaHCOBUU piBeHb
be3neka

CeaHCcoOBUN piBEHb A03BOSE
opraHisyBaTtun 6e3neyHy B3aEMO/Lito,
BUPILWYOYNM 3aBAAHHA

B [neHTUdiKauil cyb'ekTiB

B BcTaHOBNEHHS aBTEHTUYHOCTI Cyb'eKTa |
3MICTY NOBIAOMJIEHb

B KOHTpOMK AOCTYNYy A0 pecypciB




CeaHCOBUU piBeHb
OyHKUIT

[liaTpMMKa ceaHcCiB 3B'4A3KYy MiX ABOMa
npouecamu

[lepenayda NoBiAOMJIEHDb

[ligTpMKa agpec npoueciB | BUSHAYEHHS
aZpec npouecy B agpecu
TPAHCNOPTHOIr0, MEPEXeBoro |
KaHaJIbHOro piBHIB

OpraHizauia 6e3neyHol B3aeMoail

KoHTpo/1b Tpadiky




PiBeHb BigobpaxeHH4
moaeni ISO/OSI




PiBeHb BifobpaxxeHH#4

PiBeHb Bigobpa)XeHHS BianoBiAa€E 3a
nepeTBoOpeHHA NPOTOKOIIB |
KoAyBaHHS/AeKoAyBaHHSA AaHUX

Mo)xe 34IMCHIOBATU
CTUCHEHHSA/po3nNaKyBaHHSA AaHUX




PiBeHb Bifobpa>keHHS
HeobXigHIiCcTb

I[HTepmepexa
ApxiTekTypa: x86

OC: Windows Apxitektypa: POWER
OC: Linux
char name[4] = "BOB"; char name[4] = "ama";
short num = 4096; short num = 16;

O Ha pi3Hux apxiTekTypax, B pi3HUX onepauiiHux
cucTemax i AoAatkax AaHi KoaylTbCs Pi3HUM
4ymMHOM. lNpKn nepeaadi ABINKOBUX 3HAaY€Hb AaHi
Ha nNpuMMadi MOXyTb 6yTW HEBipHO
iHTEpnpeToBaHi




PiBeHb Bifobpa>keHHS

MepexeBun popMaT
A

I[HTepmepexa

Haui B

ApxiTekTypa: x86

] MepexeBoOMy
OC: Windows bopmaTi Apxitektypa: POWER
l ™ 4 SN OC: Linux
char name[4] = "BOB"; char name[4] = "BOB";
short num = 4096; short num = 4096;

0 [Ansa 3abe3nedyeHHSA CYMICHOCTI

B Ha nepepaBayi nepefaHi AaHi NepeTBOPOTLCA A0 CTaHAAPTHOIo
MepeXxeBoMy (hopMaTy npeacraBeHHs AaHuX

B Ha npunmadi AaHi NepeTBOpPKOTLCA 3 MEPEXEBOro popMaTty B
dopMaT, NPpUUHATUIN Ha NpuUnMadi




PiBeHb Bifobpa>keHHS
OyHKUIT

[1 TpaHcndauia cMMBOIB MiX CTaHOAapTaMy KOoAyBaHHA
B TpaHcnayia mixk ASCII i EBCDIC
B TpaHcadauia Mix cp866, CP-1251, ISO-8859-5, KOI8-R i
T.A.
[l KOHBepTauid gaHux
B 3MiHa nopsaky 6iTiB y 6antax (big-endian, little-endian)
B nepetBopeHHs cumBony CR B CR / LF

B NepeTBOPEHHS LiAMUX YMCEN B YMCNa 3 NS1aBao4oto
Kpankoto

H
CTUCHEHHS AaHuX
lWMpyBaHHA AaHUX

O O




PiBeHb Bifobpa>keHHS
[Tpuknan

[TpknaaoM NpoOTOKONY PIBHA
BifobpaxeHHda € SSL (Secure Socket
Layer), wo 3abe3neyye 3axumileHni
0bMiH NoBigAOMNIEHHAMU ANS
NMPOTOKOIB NPUKIaAHOINo piBHA CTeKa

TCP/IP




[IpuKnagHUn piBeHb
moaeni ISO/0OSI




[IpuknagHnn piBeHb

[lpuknagHon ypoBeHb NpeacTaBnseT
cobon ToUuKy AOCTyMna nosb3oBaTesien
N NMPUNOXKEHUN K CETEBbLIM

cepBucam




[IpnKnagHnn piBeHb
OyHKUIT

T N 1

Po3noain pecypciB i nepeHanpaB/ieHHS
NPUCTPOIB

BigoaneHun goctyn oo dpannie

BinganeHnn oocTtyn A0 NPUHTEPIB
[liaTpyMKa MDKNPOLECHOI KOMYHIiKaLin
[ligTpMKa BigaaneHUxX BUKAUKIB npoueayp
YnpaBaiHHA Mepexelo

CepBicu KaTanoris

[lepenadya enekKTpoHHUX NOBIAOMMIEHb
EMynioBaHH4A BipTyalbHUX TEPMIHANIB

IHWI QYHKUT




[IpoekT IEEE 802




[1poeKT
IcTopis

MeTor
CTaHAa
Mepex.
CTaHAa

IEEE 802

npoekTy IEEE 802 €
DTU3aLiss MPOTOKOJIIB JTOKASIbHUX
OCHOBHa yBara nNpuaingaeTbCcs

DTU3auil NPOTOKOMIB QI3BUYHOIO |

KaHa/1IbHOro piBHIB

B JEEE - Institute of Electrical and Electronics
Engineers

B 802 - NnpoeKT no4vyas 34iMCHIOBATUCS B
nrotToMy 1980 poky

[TpOEKT NOCTIMHO PO3BMBAETLCSA 3a

AOMNOMOroro I'IpVIMHFITTFI A04AaTKOBUX
CTaH,D,apTIB B po3.£|,|r|ax




[IpoekT IEEE 802
CTaHaapTu3auid

Ha niacTtasi cneyundikauin npoekty 802
6ynun cdbopMoBaHi i NPUNHATI CTaHAApPTU
PDISBHUMU OpraHizauiamm

B MixHapoagHoto OpraHisauieo no
CraHpgapTtusauil (ISO) - B aKocCTi
Mi>KHapoaHux ctaHaapTie ISO 8802

B AMepuKaHCbKMM HauioHanbHUM IHCTUTYTOM
CtanpapTiB (ANSI) - B AKOCTi HauUiOHaIbHUX
ctaHaapTiB CLUA

H |T.4.




[IpoekT IEEE 802
[TiapIBHI KAHA/IbHOIO PIBHA

L1 ¥ TepMmiHax ctaHaapTiB IEEE 802 piBeHb kaHany
naHux moaeni OSI AinnTbCca Ha ABa NiaApiBHI

B [ligpiBeHb ynpaBniHHS noriyHmM 3B'43koM (Logical
Link Control, LLC) BUKOHYE HaCTyrIHI dyHKUii
[0 BcTaHOBNEHHS | 3aBepLlUeHHA 3'€AHAHHA
[0 YnpaBniHHA TpadikoM Kagpis
[0 YcTaHoBKa NOCNigOBHOCTI KaapiB
O TMiaTBEepAXXeHHS yCniwHOro NnpumomMy Kaapis
B [ligpiBeHb ynpaB/iHHA AOCTYNOM A0 CEpeAoBULLa
Media Access Control, MAC) BUKOHY€E HaCTYyMHi
YHKLT
[0 YnpaBniHHA 4OCTYNoOM A0 cepefoBulla nepenadvi
[0 Bu3HadyeHHdA MeX Kagpis
[0 T[llepeBipka NOMUMIOK B Kaapax
[0 Po3nizHaBaHHA agpec B Kagpax




[IpoekT IEEE 802
Po34inin NpoekKkTy...

L
L
L

802.1 Ornaa npoekty 802, BKAOYAOUYM BULLI
PDiBHI | MeXxMepexeBy B3aEMo,£u+o

802.2 lNiapiBeHb ynpaBniHHA NOriYHUM 3B'A3KOM
(LLC)

802.3 MHOXWHHUK gocTyn 3
NPOC/TyXOBYBaHHAM HECYUYOl Ta BUSAB/IEHHAM
konisin (Carrier Sense Multiple Access with
Collision Detection, CSMA / CD)

30254 LLiInHa 3 nepenayveto mapkepa (Token
us

[0 802.5 Kinbue 3 nepenadeto mapkepa (Token

MMAN\

Ring)
802.6 MyHiunnanbHi Mmepexi (Metropolitan Area




[IpoekT IEEE 802
Po34inin NpoekKkTy...

TP A0 O 0 O

802.7 TexHonoriga aHanoroBsoi nepeaadvi
CUrHany

802.8 lNMepenaya cnrHany no onTMYHOMY
KaHany

802.9 IHTerpauia rosiocy Ta gaHux no
NOKanbHUX Mepexax

802.10 CtaHaapT 6e3nekn B3aeMoail
TOKaNbHUX Mepex

802.11 be3apoToBi Mepexi

802.12 Mepexi 3 4OCTYyNnOM MO NpiopuUTteTy
3anunTty (Demand Priority Access LAN,
100BaseVG-AnyLan)




PiBHeBa apxiTtektypa TCP/IP

Application

Presentation

Session

Application

Transport

Network

Transport

Data link

Network

Physical

Host to Network
Layer
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